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The threat landscape has changed dramatically from just a few years ago. There is no longer time to detect and react
later. How does your organization defend itself against sophisticated cyber attacks? Does your cyber security solutions
enable you to get full visibility into both external and internal threats? Is the skills gap overburdening your cyber
security team, making it virtually impossible to keep up with the ever-changing threat landscape? Does your company
have a limited budget? Does that limit prevent you from increasing your cyber security expertise and posture?

CENTRIPETAL CleanINTERNET: A SOLUTION TO MEET YOUR EXACTING NEEDS

CleanINTERNET is a cost-effective, industry-agnostic solution for Shielding & Advanced Threat Detection using
dynamic intelligence on a mass-scale. This service dramatically increases an organization’s cyber security posture
and helps prevent network infiltration and data exfiltration. CleanINTERNET leverages over 100 sources of CTl with
over 3,500 feeds and alleviates the burden of implementing complex CTI systems so your internal cyber security
team can now focus on other mission-critical activities. CleanINTERNET delivers exceptional business value, with

a highly attractive ROI by providing Enterprise-class security solutions for virtually every organization, regardless of
size or industry. Since it is network-based, it also works with all network devices and systems, including loT, making
CleanINTERNET suitable for the full range of cyber security requirements.

CYBER THREAT INTELLIGENCE (CTI) FEEDS
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FEATURES AND BENEFITS

Full-service Implementation: Installation,
configuration, and support by our
implementation team — eliminating
internal resources.

Threat Intelligence: Over 70 core threat
intelligence providers (CTI) that leverage
over 100 sources of CTI with over 3,500
feeds to provide comprehensive and
cost-effective coverage for any size
business or industry.

Enforcement: Automated enforcement
of over 5 million rules based on billions
of 10Cs to provide effective shielding

and threat detection policies to prevent
network infiltration and data exfiltration.

Shielding: CleanINTERNET shields
approximately 90% of inbound and
outbound threats that can get in your
network. This shielding efficacy has been
independently tested and verified.

Alleviate the Skills Gap: Centripetal’s cyber
threat analysts act as an extension of your
cyber threat team to dramatically increase
your corporate cyber security posture
easing the burden on valuable internal
resources.

Compliance: Helps to automatically
maintain compliance by enforcing
standards such as PCI DSS, ITAR, HIPAA, etc.

Decrease SIEM/Firewall Alerts Up to 70%:
CleanINTERNET dramatically increases

your current security stack efficiency while
dramatically reducing the number events —
resulting in the reduction of log reports that
require human review by up to 90%.

ANALYTICS DASHBOARD

CleanINTERNET is completely transparent with your data and analytics by
providing a Splunk-based SIEM interface (it can also support other SIEMs)
to deliver a high-visibility picture of inbound and outbound threats.
Features include:

Review: Review of audit logs, analyze security incidents, adapt current
policies, create risk models that are tailored to meet your needs.

Visualization: Provides high-level visualization of observed traffic to easily
customize policies and increase your security posture while allowing trusted
business-critical communication.

Reporting: Client-centric reporting that details cyber threats to your organization
for your management team to understand the risks and required remediation.

Intuitive Centripetal CleanINTERNET SIEM GUI Shielding Posture

1,278,285 Daily Events i

Overall Threat Intelligence Posture

Available Threat IP Indicators

Intelligence

MD Indicators

N
88 Providers 7 21 .258 RE

98.3 % 1.7%
Shielding Advanced Threat Detection

Enterprise Shielding Advanced Threats Detected

17,747,175 Events 329,497 Events
EEE ETEEY

DHs ET-Brut..lock-ip

~turr...ylist-i
Proofpoint ET ET-5ca...ock-1p = ip-1
Unknown Ds-dshi..._1d-ip
Alienvault IP ITAR-Russia-i D5-dshi..._1d-| CISCP-..CIC-ip
GEO ITAR P AV-Mall...0st-ip Slae
XE-sca...ock-ip
1BM X-Force

CINS-ciarmy-ip

Domain Indicators

6,624,799 ..

URI Indicators

488,455 .7

5,574,364,575 s

ELITE TEAM OF CYBER SECURITY ANALYSTS

Every organization is facing the global scarcity of properly trained cyber threat
personnel. Our team of cyber threat analysts works directly with your internal
cyber security team, or, depending on your needs and your available resources,
we can completely manage it for you. We fully cover the cybersecurity skills
gap for your organization, helping to alleviate the burden of recruiting and
retention in this highly restricted talent market.

We have developed our CleanINTERNET service platforms for each deployment type.

CleanINTERNET PERFORMANCE RECOMMENDED APPLICATIONS

Data Center
High-Performance

Advanced Performance
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Ultra-Performance (domestic manufacture)

Government, Critical Infrastructure, ISPs, eCommerce (High Demand/Accessibility)
Large Organizations

Midsize Organizations, Branch/Satellite Offices, Multiple Locations

www.centripetal.ai
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